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COMMURICAEIONS

o« Client proposes, server disposes

o Client should protect itself and not allow
connection; unless a FIPS approved algorithm
IS being used.
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@ or AES Encryption
s SHA®I hashes or HMAC

m Can common servers & clients be set to
use only FIPS approved algorithms?
= \What do you have to do?

m What are the limitations and side effects?
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OES Net endorse or recommend any of
uWare o products mentioned in this

m We dmot consider whether the products
used validated crypto modules or not

m \We we tested the interoperability of clients
(browsers) and servers when configured to
use cipher suites with FIPS approved
algorithms, but did not test the correctness of
TLS implementations
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S Were plcked Pased on usage
o Statisti

llable at
Winetcraft.com
Product

Usaage Percent
Apache 21,120,388 56.21%
Microsoft IIS 11,902,821 31.68%
Zeus 849,089 2.26%
824,245

2.19%

iPlanet
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DES-CBC3-SHA
S-CBC3-SHA

o ADH-DES-CBC3-SHA
o Configuration

o conf/ssl.conf

e SS| CipherSuite ‘3DES:!MD5’



» e Spegialipatieh needed for Diffie-Hellman
o Prefiens RE4 algoritiim — will select

lirthejclientioffers it PR
o Conﬂguratm II;hHTr"le DES 1684168 [ RC2128/128

( MUSt edlt the I’egIStry to ™ DES 56/56 [ FRC256/125

[~ DES 40/56

dlsable Clphers [~ RC4128/128 I' Eil::.i;ian::l::_ IE:
e NIST developing utility cien

[~ RC4 56128

o Affects all applications that use S

crypto service provider et
[~ MD5

Supported Cipher Strength

128-hit Set Algonithrms
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PSIGompliance

t stipport any FIPS based cipher
SUIG
. Conﬁgﬁation

o No configuration options
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PS Gompliance

ES-CBC3-SHA

o NEetscape specific cipher suite
o Configuration

e Easy to use interface. Enable ciphers with
MOUSE.




SUPL: or DES-CBC3-SHA but prefers RC4
o Configuratior

File Defaultz Help

o Must edit:the registry to

™ Triple DES 168/168 [ RC2128/128

h -
d I Sa b I e CI p h e rS ™ DES B6/5E [ RC256/128

[~ DES 40/56 [T RCZ 404128

o NIST develo pl ng util |ty - RC4 1281128 I Skipiack

[T RC4 64428 ™ NULL

o Affects all applications that &t
use crypto service provider

Supported Cipher Strength
128-hit




AVIgator 6.2

S55L: Edit Ciphers

5512 Ciphersuites

[ RC4 encryption wit

[] RCZ2

] Tripl

[] DES encryption with a BB-hit key

e FIPS-140 DES-CBC3-SHA  |FErmieiins

S5L3/TLS Ciphersuites

o Net SCape Specific
cipher suite |

[T] FIPS 140-1 compliant DE®

o Configuration |

e Easy to use interface. B U D
Enable ciphers with mouse. et

| DES encryption with a BE-bit key

| RC4 encryption with a SE-bit key

I
]
i

| Mo enciyption with an MD5 MAC




S55L: Edit Ciphers

| RC4 encryption with a

| Trple DE!
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| RC4 encreptiar

| RC2 encryption with a 40-bit key

SSL3/TLS Ciphersuites

e . C‘af e S p e C I fl C [] RC4 encryption with a 128-bit key and an MOS MAL
H H [+] FIFS 140-1 compliant triple DES encryption and SHA-1T MAC
CI p h e r S u Ite it key and a SHA-T MAC

[+] Triple DES encryption with a 163
[] FIPS 1401 compliant DES encryption and SHA

| DES encryption with a &

e Configuration oo

e Easy to use Inte rfa Ce . l :ElE.t enciyption with a 40-bit key and an MD'G MAC
Enable ciphers with mouse.

| RCZ encryption with a 40-bit key and an MDA MAC

| Mo enciyption with an MD5 MAC




o Highlightallowed ciphers

select ciphers to enable For
BE bit DES [RSASSHA) Exportable
A6 bit C4 [RSASSHA) ERportable
o6 bit DES [F54/5HA]

128 bit C4 [RS4405]
128 bit C4 [RSA/SHA]




Jlconfigure most products to do only 3-DES

preference(i*client cannot do 3DES, fall back
to RC4)

e No tested client contains preference list

e The only way to ensure that FIPS compliant
ciphers are being used in a SSL/TLS
connection is to force either the client or the
server to allow only 3DES and SHA-1.
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